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1 General Provisions

1.1. This Personal Data Processing and Security Policy (hereinafter referred to as the
Policy) outlines the general principles and procedure for the processing of personal data
(hereinafter referred to as PD) in Reksoft Limited Liability Company (hereinafter referred to as
Reksoft LLC, the Controller).

1.2. This Policy is designed to make sure that the rights and freedoms of PD subjects
when their personal data is processed by the Controller are protected.

1.3. This Policy has been drawn up in compliance with the requirements of
Article 18.1(1)(2) of Federal Law No. 152-FZ dated July 27, 2006 on Personal Data (hereinafter
referred to as the Personal Data Law), as well as other regulations setting forth the procedure for
dealing with PD and requirements for ensuring its security for the protection of the rights and
freedoms of PD subjects when their personal data is processed by Reksoft LLC.

1.4. This Policy applies to all information containing PD of PD subjects that the Controller
may obtain about the PD subject when carrying out its business operations.

1.5. The Policy is posted on Reksoft LLC’s website. This Policy applies to the following
websites: reksoft.ru, reksoft.com, deepdive.reksoft.com.

2 Information about the Personal Data Controller

2.1. Name of personal data controller: Reksoft Limited Liability Company.

2.2. Registered office: 3 Medikov Avenue, lit. A, premises 4N, office 310, Saint
Petersburg, 197022.

2.3. INN: 7802020639.
2.4. OGRN: 1027801578628.

2.5. The Controller is entered on Roskomnadzor’'s Register of Controllers Processing
Personal Data, registration number 78-22-008696 (Order No. 43 dated February 24, 2022).

3 Defined Terms

3.1. The basic notions used in the Policy are listed below:

Automated personal data processing means the processing of personal data using
computer technology.

Personal data blocking means temporary cessation of personal data processing (except
where processing is required for personal data rectification).

Website means a set of graphic and informational materials, as well as computer
programs and databases that ensure their availability on the Internet.

Personal data information system means a set of personal data contained in databases,
information technologies, software and hardware ensuring their processing.

Personal data depersonalization means actions as a result of which determining the
attribution of personal data to a specific personal data subject without the use of additional
information is rendered impossible.

Personal data processing means any action (operation) or set of actions (operations)
involving personal data with or without automation tools. Personal data processing encompasses,
among others: collection, recording, classification, accumulation, storage, rectification (update,
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alteration), retrieval, use, transfer (dissemination, provision, access), depersonalization, blocking,
deletion, and destruction.

Personal data controller (Controller) means Reksoft LLC, a legal entity that
independently or jointly with other persons organizes and/or performs the processing of personal
data, and also determines the purposes of personal data processing, the composition of personal
data to be processed, and actions (operations) involving personal data.

Personal data (PD) means any information relating directly or indirectly to an identified or
identifiable individual (personal data subject).

User means any person visiting the Controller's Website and using the information,
materials, and services of the Website.

Personal data provision means actions aimed at disclosing personal data to a specific
person or a specific group of persons.

Personal data dissemination means actions aimed at disclosing personal data to the
general public.

Cross-border personal data transfer means transfer of personal data to the territory of
a foreign state to a foreign state authority, a foreign individual, or a foreign legal entity.

Personal data destruction means actions as a result of which restoring the content of
personal data in the personal data information system is rendered impossible and/or as a result
of which physical media of personal data are destroyed.

Cookie means a small piece of data sent by a web server and stored on the User’s
computer, which a web client or web browser sends back to the web server in an HTTP request
each time it attempts to open a page of the relevant website.

IP address means a unique network address of a node in a computer network through
which the User gains access to the website.

4 Personal Data Processing Principles

4.1. The Controller processes PD in accordance with the following principles:
- PD is processed validly and fairly;

- PD processing is limited to the achievement of specific, predetermined, and legitimate
purposes;

- Processing of PD that is incompatible with the purposes of PD collection and redundant
in relation to the stated purposes of PD processing is not permitted;

- Combining databases containing PD processed for the purposes that are incompatible
with each other is not disallowed;

- Only those PD that meets the purposes of its processing is subject to processing;

- The content and amount of processed PD correspond to the stated purposes of
processing;

- When processing PD, accuracy, sufficiency, and (as and where necessary) relevance of
PD in relation to the stated purposes of its processing are ensured;

- Processed PD is not redundant in relation to the stated purposes of processing;

- PD s stored in the form that enables identifying the PD subject for no longer than required
by the purposes of PD processing, unless the PD storage period is established by federal
law or contract to which the PD subject is a party, beneficiary, or guarantor;
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- Processed PD shall be destructed or depersonalized upon achieving the processing
purposes or if the achievement of these purposes is no longer necessary, unless
otherwise provided for by Federal Law No. 152-FZ; and

- When collecting PD, the Controller ensures the recording, classification, accumulation,
storage, rectification (update, alteration), and retrieval of PD of Russian nationals using
databases located on the territory of the Russian Federation.

4.2. The Controller does not make decisions giving rise to legal consequences for subjects
or otherwise affecting the rights and legitimate interests of subjects based solely on automated
PD processing. Data that gives rise to legal consequences or affects the rights and legitimate
interests of the subject shall be verified by the Controller prior to using it.

5 Conditions for Personal Data Processing

5.1. The Controller processes PD in the following ways:
- Non-automated PD processing;
- Automated PD processing; and
- Mixed processing.

5.2. List of actions performed by the Controller with PD:
- Collection;
- Recording;
- Classification;
- Accumulation;
- Storage;
- Redctification (update, alteration);
- Use;
- Transfer (provision, access);
- Blocking;
- Deletion;
- Destruction.

5.3. The Controller processes PD with the transfer of information over an internal local
network and with the transfer of information over the Internet in a secure mode.

5.4. The Controller does not carry out cross-border transfer of PD.

5.5. The Controller does not process biometric PD or special categories of PD. The PD
processed by the Controller belongs to other categories of PD.

5.6. The data is processed and stored until the purpose of processing is achieved, until
the expiry of the consent period, or until consent is withdrawn (unless there are other grounds for
processing such data), whichever occurs first.

5.7. The Controller processes PD of dismissed employees in cases and within the
timelines provided for by the legislation of the Russian Federation. Such cases include, but are
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not limited to, the processing of PD for accounting and tax purposes, including for ensuring the
preservation of documents required to assess, withhold, and remit taxes.

5.8. Upon the expiry of the periods during which documents, including those containing
PD, shall be stored pursuant to Russian laws, such documents shall be sent for archiving for the
periods laid down by Order of the Federal Archival Agency No. 236 dated December 20, 2019 on
Approval of the List of Standard Managerial Archival Documents Generated in the Course of
Activities of Governmental Authorities, Local Governments, and Organizations, Indicating Their
Storage Periods and other applicable regulations. At the same time, the PD-related legislation
does not apply to the organization of archival storage, acquisition, accounting, and use of archival
documents containing PD, and the processing of such information does not require compliance
with the conditions associated with obtaining consent for PD processing.

5.9. The Controller establishes the following periods and conditions for discontinuing PD
processing:

- Upon achievement of the purpose of PD processing, the Controller shall discontinue PD
processing or cause its discontinuation (if PD processing is carried out by another person
acting on behalf of the Controller) and destroy PD or cause its destruction within the period
not exceeding thirty (30) days of achieving the PD processing purpose;

- Upon withdrawal by the PD subject of consent to the processing of their PD, the Controller
shall discontinue such processing or cause its discontinuation (if PD processing is carried
out by another person acting on behalf of the Controller) and, if the retention of PD is no
longer required for the purposes of PD processing, destroy PD or cause its destruction
within the period not exceeding thirty (30) days of receiving such withdrawal;

- In the event that unlawful processing of PD carried out by the Controller or by a person
acting on behalf of the Controller is identified, the Controller shall discontinue the unlawful
PD processing or cause discontinuation of unlawful processing of PD by the person acting
on behalf of the Controller within the period not exceeding three (3) business days of such
identification. Where providing for the lawfulness of PD processing is rendered impossible,
the Controller shall destroy such PD or cause its destruction within the period not
exceeding ten (10) business days of identifying unlawful processing of PD; and

- Upon confirmation of the inaccuracy of PD, the Controller shall (based on information
provided by the PD subject or their representative, or by the authorized body for the
protection of the rights of PD subjects, or other necessary documents) rectify PD or ensure
its rectification (if PD processing is carried out by another person acting on behalf of the
Controller) within seven (7) business days of providing such information and shall lift the
PD blocking.

5.10. Where destroying PD within the established period is rendered impossible, the
Controller shall block such PD or cause its blocking (if PD processing is carried out by another
person acting on behalf of the Controller) and shall ensure the destruction of PD within the period
not exceeding six (6) months, unless a different period is set forth by federal laws.

5.11. The Controller shall block processed PD when inaccuracies are identified or when
unlawful actions are taken against the PD subject in the following cases:

- As requested by the PD subject;
- As requested by the authorized body for the protection of the rights of PD subjects; and

- Based on the results of internal controls in accordance with the procedure approved by
the Controller.

5.12. PD shall be destructed in the following cases:
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- Upon achievement of the purpose of PD processing or if the achievement of such
purposes is no longer necessary, unless otherwise provided for by Federal Law No. 152-
FZ or other Russian laws;

- Where ensuring the lawfulness of processing of PD for which unlawful processing has
been identified is rendered impossible; and

- Upon withdrawal by the PD subject of consent to PD processing, unless otherwise
provided for by Federal Law No. 152-FZ.

5.13. The Controller shall destruct PD in the manner and within the timelines provided for
by Articles 5, 14, 20, 21 of Federal Law No. 152-FZ, as well as by the Controller’s local
regulations.

5.14. PD shall not be destructed in the event of withdrawal by the PD subject of consent
to its processing, if the Controller is entitled to do processing without the PD subject’s consent on
the grounds set out in Federal Law No. 152-FZ or other federal laws.

5.15. The PD of a PD subject shall be destructed by a commission established by order
of the Controller and in line with the requirements of Federal Law No. 152-FZ and Government
Decree No. 687. Drawing up the relevant act shall serve as documentary proof of the subject’s
PD destruction.

6 Legal Grounds for Personal Data Processing

6.1. When processing PD, the Controller is governed by the following regulations and the
Controller’s internal documents:

- Articles 23, 24 of the Constitution of the Russian Federation;
- Articles 86—-90 of the Labor Code of the Russian Federation;
- Civil Code of the Russian Federation (Part 2);

- Tax Code of the Russian Federation;

- Federal Law No. 149-FZ dated July 27, 2006 on Information, Information Technologies
and Information Protection;

- Federal Law No. 402-FZ dated December 6, 2011 on Accounting;

- Federal Law No. 167-FZ dated December 15, 2001 on Compulsory Pension Insurance in
the Russian Federation;

- Federal Law No. 255-FZ dated December 29, 2006 on Compulsory Social Insurance for
Temporary Disability and in Connection with Maternity;

- Federal Law No. 61-FZ dated May 31, 1996 on Defense;

- Federal Law No. 31-FZ dated February 26, 1997 on Mobilization Training and Mobilization
in the Russian Federation;

- Decree of the Government of the Russian Federation No. 719 dated November 27, 2006
on Approval of the Regulations on Military Registration;

- Federal Law No. 326-FZ dated November 29, 2010 on Compulsory Medical Insurance in
the Russian Federation;

- Consent to the personal data processing;
- Employment contract;
- Contractor agreement;

- Service agreement; and
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- Charter of Reksoft LLC.

6.2. The Controller shall process personal data if at least one of the following conditions
is met (legal grounds for personal data processing):

- With the consent of the PD subject obtained in writing, via the electronic document
management system, or through the web forms of the Controller’s websites;

- To achieve the purposes provided for by the legislation of the Russian Federation, to
exercise functions and duties assigned to Reksoft LLC by the legislation;

- To perform or enter into a contract to which the PD subject is a party, beneficiary, or
guarantor; and

- If there exist other conditions permitting the PD processing in accordance with Russian
laws (subparas. 2—11 in Article 6(1) of Federal Law No. 152-F2).

6.3.The consent of website users for PD processing shall be obtained by activating a
mandatory checkbox and confirming that they have read the privacy policy. At the same time, the
Controller accepts the fact of providing data as confirmation of its accuracy at the time of provision
and confirmation that it is provided by the PD subject themselves.

6.4.PD processing for the purpose of promoting goods, works, and services on the market,
including through direct contacts with potential consumers by communication means, may be
carried out by the Controller only with the prior consent of the PD subject and shall be discontinued
at their request.

6.5. PD may be obtained from someone other than the PD subject (from a third party or
another source), provided that the Controller is provided with a confirmation of the existence of
the grounds provided for by Federal Law No. 152-FZ. In such a case, before commencing the PD
processing, a notice of such processing shall be sent to the subject, except in the following cases:

- The PD subject has been notified of the processing of their personal data by the relevant
controller;

- The PD was obtained by the Controller by virtue of the federal law or in connection with
performance under a contract to which the PD subject is a party, beneficiary, or guarantor;

- The processing of PD authorized by the PD subject for dissemination is carried out, in
compliance with the prohibitions and conditions provided for by Federal Law No. 152-FZ;

- The processing of PD is carried out for statistical or other research purposes, provided
that the rights and legitimate interests of PD subject are not infringed; and

- Providing the PD subject with the information contained in the notice would infringe the
rights and legitimate interests of third parties.

7 Purposes of Personal Data Processing

7.1. The Controller shall process personal data for predefined purposes.

7.2. For each purpose of PD processing, the Controller has determined the relevant
categories and list of PD processed, categories of PD subjects whose PD is processed, methods,
timelines of PD processing and storage, and the procedure for PD destruction.

7.3. At Reksoft LLC, the purposes of PD processing are as follows:
- Establishment, execution, and regulation of labor and civil law relations;
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Ensuring the functioning and security of the Company’s business processes and
infrastructure, including access and security management, internal and external
communications and document flow, and corporate culture support;

Organization of business trips;

Providing for compliance with Russian laws;

Settlements and management reporting;

Personnel development and training;

Provision of social benefits and employee insurance;
Marketing, advertising, and client/partner engagement;
Recruitment and talent pool buildup;

Performance of contracts with clients and counterparties; and
Collection and analysis of statistical information.

8 Categories of Personal Data Subijects, List of Personal Data
Processed

8.1.In accordance with this Policy, the Controller shall process PD of the following

categories of PD subjects:

Applicants for job openings and talent pool participants;

Controller’'s employees who are in employment relationships with Reksoft LLC (hereinafter
referred to as Controller's employees);

Employees of companies belonging to the Reksoft Group;

Controller’'s former employees, former employees of companies belonging to the Reksoft
Group (hereinafter referred to as former employees);

Persons who have entered into a civil law contract with the Controller;
Close relatives (spouse, children) of employees and former employees;
Visitors to the Controller’s office;

Representatives of the Controller’s counterparties (including potential ones);
Visitors to the Controller's Website;

Attendees of events (lecture students, etc.);

Controller’s affiliated persons (beneficiaries); and

Individuals who have given their consent to the Controller to process their PD or other
individuals whose PD processing is necessary for the Controller to achieve the purposes
provided for by an international treaty of the Russian Federation or by law, to exercise and
perform the functions, powers, and duties assigned to the Controller by the legislation of
the Russian Federation (hereinafter referred to as other individuals).

8.2. For the purpose of entering into, executing, and regulating labor and civil law

relations, the Controller processes other PD categories of:

Controller's employees, Controller's former employees, employees of companies
belonging to the Reksoft Group, former employees of companies belonging to the Reksoft
Group, persons who have entered into a civil law contract with the Controller:
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ID in the personnel accounting system, full name (in Russian and English), date of birth,
passport data, INN (taxpayer identification number), SNILS (insurance number of an
individual personal account), contact details (phone number, email address), registration
and residence address, bank details, employment data (employee ID number,
department, position, date of employment, date of dismissal, type of employment),
qualification details, military registration details, citizenship, employment history, family
members, information about the ability to perform job functions, photograph (non-
biometric), salary, history of all salary changes, driver's license details (number,
categories).

8.3. For the purpose of ensuring the functioning and security of the Company’s business

processes and infrastructure, including access and security management, internal and external
communications and document flow, and corporate culture support, the Controller processes
other PD categories of:

Controller's employees, employees of companies belonging to the Reksoft Group, and
persons who have entered into a civil law contract with the Controller:

ID in the personnel accounting system, full name (in Russian and English), date and place
of birth, passport data (series, number, issuing authority and date of issue, including
foreign passport), INN, SNILS, contact details (phone number, email address), displayed
name (nickname in the system), nicknames on social media and messengers (Telegram),
registration and residence address, employment data (department, position, type of
employment), specialization and its level, project work, work schedule data (start and end
of the working day), professional experience, length of service, qualifications, skills
(languages, software proficiency), information about places of employment, photograph
(non-biometric), vacation and sick leave data, car data (make, model, license plate
number), driver’s license data (number, categories), access card code, data on time and
events of passage through access points, status details (vacation, business trip, illness);

close relatives (spouse, children) of employees for corporate culture support purposes:
degree of kinship to the employee, full name, year of birth;
visitors to the Controller’s office for access and security management purposes:

full name, name of entity, access card code, data on time and events of passage, video
images of individuals (appearance, clothing, behavior) not processed for the purpose of
personal identification, fact and time of being in the surveillance zone;

representatives of the Controller’'s counterparties (including potential ones):

full name, email address, phone number, entity, position, passport data, INN, SNILS,
OGRNIP (primary state registration number of individual entrepreneur) for individual
entrepreneurs, contact details (phone number, email address), electronic signature
information, professional data (certificates, licenses, permits).

8.4. For the purpose of organizing business trips, the Controller processes other PD

categories of:

Controller's employees and employees of companies belonging to the Reksoft Group:

full name, date of birth, passport data (series, number, issuing authority and date of issue,
including foreign passport); mobile and work phone number; email address.

8.5. For the purpose of ensuring compliance with the requirements of Russian laws, the

Controller processes other PD categories of:

Controller's employees, employees of companies belonging to the Reksoft Group, and
persons who have entered into a civil law contract with the Controller:
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ID in the personnel accounting system, full name (in Russian and English), date and place
of birth, passport data, INN, SNILS, bank details, registration and residence address,
employment data (department, position, type of employment, date of employment, salary),
military registration data, employment history, qualification details;

other individuals who lodge submissions to the Controller:
full name, passport data, email address, phone number;

Controller’s affiliated persons (beneficiaries, shareholders) to the extent determined by the
requirements of labor, tax, pension, and insurance legislation; legislation in the field of
procurement; security legislation; legislation on combating the legalization of criminal
proceeds and the financing of terrorism, investigative activities, and enforcement
proceedings.

8.6. For the purpose of making settlements and management reporting, the Controller

processes other PD categories of:

Controller's employees, employees of companies belonging to the Reksoft Group, and
persons who have entered into a civil law contract with the Controller:

ID in the personnel accounting system, full name, position and department, date of birth,
registration and residence address, contact details (phone number, email address),
nicknames on social media and messengers (Telegram), passport data, INN, SNILS,
professional experience, length of service, grade and rate, employee ID number,
qualification details, bank details, employment data (employee ID number, department,
position, date of employment), financial data (salary, payments under civil law contracts,
pensions, scholarships, benefits, alimony, inheritance payments), military registration
details, employment history, information about the ability to perform job functions, family
members, vacation and sick leave data.

8.7. For the purpose of personnel development and training, the Controller processes

other PD categories of:

Controller’'s employees and employees of companies belonging to the Reksoft Group:

ID in the personnel accounting system, full name (in Russian and English), passport data,
contact details (phone number, email address), registration and residence address,
employment data (department, position, type of employment), employment history,
professional experience, length of service, qualification details, skills (languages, software
proficiency).

8.8. For the purpose of providing social benefits and employee insurance, the Controller

processes other PD categories of:

Controller’'s employees and employees of companies belonging to the Reksoft Group:

ID in the personnel accounting system, full name (in Russian and English), date and place
of birth, passport data, INN, SNILS, contact details (phone number, email address),
registration and residence address, employment data (department, position, type of
employment), family members.

8.9. For the purpose of marketing, advertising, and clients/partner engagement, the

Controller processes other PD categories of:

Controller’'s employees, employees of companies belonging to the Reksoft Group, and
persons who have entered into a civil law contract with the Controller:

full name, contact details (email address), biographical and professional data (certificates,
licenses, permits, academic degree, information on participation in conferences, trainings,
language skills, software proficiency);

Page 12 of 18



Version: 2.0 | Status: YTBepxaeHo MNOJIMTUKA B OTHOLWEHWN OBPABOTKN N OBECINEYEHWA

BE3OIMACHOCTW NEPCOHAJbHBLIX OAHHBLIX

representatives of the Controller’s counterparties (including potential ones):

full name, mobile phone number, name of entity, position; work phone number, email
address;

attendees of events (lecture students, etc.):

full name, city, university, faculty, major, year of graduation, email address, additional
contact (phone/Telegram), information on participation in conferences, trainings,
advanced training courses;

visitors to the Controller’s Website:
cookies.
8.10. For the purpose of recruitment and talent pool buildup, the Controller processes

other PD categories of:

Controller's employees, Controller's former employees, employees of companies
belonging to the Reksoft Group, former employees of companies belonging to the Reksoft
Group, persons who have entered into a civil law contract with the Controller, applicants
for job openings and talent pool participants:

full name, date of birth, city of residence, phone number, email address, nickname on
Telegram, photograph (as part of the CV), professional experience, length of service,
qualification details, places of employment; other biographical data specified in the CV,
biography/CV, project experience, skills, interview results (including audio and video
recordings after transcription).

8.11. For the purpose of performing contracts with clients and counterparties, the

Controller processes other PD categories of:

representatives of the Controller’'s counterparties (including potential ones):

full name, name of entity, position, email address, phone number, INN, SNILS, OGRNIP
(for individual entrepreneurs), passport data (for individual entrepreneurs), registration
address (for individual entrepreneurs), bank card details (for individual entrepreneurs).

8.12. For the purpose of collecting and analyzing statistical information, the Controller

processes other PD categories of:

visitors to the Controller's Website:

cookies;

attendees of events (lecture students, etc.):

full name, city, university, faculty, major, year of graduation, email address,

phone/Telegram, information on participation in conferences, trainings, advanced training
courses;

representatives of the Controller’'s customers, clients (including potential ones):

full name, name of entity, position, email address, phone number, information on
participation in conferences, trainings, advanced training courses.

9 Procedure for Processing Personal Data of Website Visitors
Using Cookies

9.1. Cookies transmitted to the PD subject devices may be used to provide the PD subject

with personalized functions of the Website, for personalized advertising displayed to the PD
subject, for statistical and research purposes, as well as for streamlining the Website operation.

Page 13 of 18



Version: 2.0 | Status: YTBepxaeHo MNOJIMTUKA B OTHOLWEHWN OBPABOTKN N OBECINEYEHWA

BE3OMACHOCTMW NMEPCOHAJIbHbLIX JAHHBLIX

9.2. Data collected using cookies does not fall into special categories or biometric data in

accordance with Articles 10-11 of Federal Law No. 152-FZ dated July 27, 2006 on Personal
Data. Data collected using cookies falls under other PD categories.

9.3. The processing is done pursuant to the consent to the processing of cookies, provided
by the Website User electronically through special forms posted on the Website.

9.4. The hardware and software used by Website visitors may have the function of
disabling cookie operations (for any websites or for specific websites), as well as deleting
previously received cookies.

9.5. The Controller may establish that the provision of certain Website functions is only
possible on the condition that the receipt and acceptance of cookies are permitted by the PD
subject.

9.6. The cookie structure, content, and technical parameters are determined by the
Controller and may be changed without prior notice to the PD subject.

9.7. Counters placed on the Website or the Website’s application may be used to analyze
the PD subject's cookies, to collect and process statistical information about the Website
navigation, as well as to ensure the Website operability as a whole or its individual functions in
particular. Technical parameters of the counters are determined by the Controller and may be
changed without prior notice to PD subjects.

9.8. To collect statistical information about the visitor activity, the Website makes use of
the Yandex Metrica web analytics service, which also uses cookie technology. Information
collected using the service cannot identify you, but may help improve the Website operation.
Information collected using the Yandex Metrica service will be transmitted to Yandex and stored
on its servers. Yandex processes this information in the manner established in the terms of use
of the Yandex Metrica service.

9.9. You can read about which cookies the Yandex Metrica service uses by following the
link.

9.10. The Yandex privacy policy can be found here.

9.11.The Controller's Website provides the ability to view videos using the Kinescope
video hosting service (Kinescope LLC). The Kinescope video hosting service may collect cookies
in accordance with its privacy policy and user agreement.

9.12.The Controller's Website may contain links to third-party websites and services that
are not controlled by the Controller. The Controller shall not be liable for the security or
confidentiality of any information collected by third-party websites or services.

10 Transfer of Personal Data to Third Parties

10.1.In carrying out its activities, the Controller may transfer PD of data subjects to third
parties if the relevant legal grounds are in existence (subparas. 2-11 in Article 6(1) of Federal
Law No. 152-FZ), in compliance with the requirements of Russian laws, and with proper ensuring
of PD security in the following cases:

- Consent of the PD subject to the transfer of their personal data;

- For achieving the purposes provided for by an international treaty of the Russian
Federation or by law, for exercising and performing the functions, powers, and duties
assigned to the Controller by the legislation of the Russian Federation;
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- For performance under a contract to which the PD subject is a party, beneficiary, or

guarantor, if the subject matter of such contract entails the taking by the Controller of
actions to transfer PD, including those taken at the instruction of the PD subject;

- For exercising the rights and legitimate interests of the Controller or third parties, or for
achieving publicly significant purposes, provided that the rights and freedoms of the PD
subjects are not infringed;

- If such PD transfer is necessary to protect the life, health, or other vital interests of the PD
subject, and where obtaining the PD subject consent is rendered impossible.

10.2. The Controller shall transfer PD processed to authorized entities, governmental
authorities, and state extra-budgetary funds only on the grounds and in the cases provided for by
the legislation of the Russian Federation.

10.3.The PD transfer to third parties is limited to the transfer of only those PD categories
that are necessary to achieve the relevant purpose of PD processing.

10.4. When entrusting the PD processing to third parties, the Controller shall bear liability
to the PD subject for the actions of such persons.

10.5. When processing PD, the Controller shall not disclose PD to third parties or
disseminate PD without the PD subject consent.

10.6. The Controller may request accurate information (and demand confirmation) from
third parties with which the Controller has contractual relationships regarding compliance with the
requirements for ensuring the PD security by such person.

10.7. The Controller entrusts the PD processing to the following third parties that are part
of the Reksoft Group:

- Reksoft Group LLC, OGRN 1167847448944, location: 18 Tverskaya Street, building 1,
premises 1/1, intracity area Tverskoy municipal district, Moscow, 127006, Russian
Federation;

- ReksoftRU LLC, OGRN 1027801576252, location: 5 Karpovka River Embankment,
building 3, lit. E, part of premises 5N, part of room 6, workstation, intracity area Aptekarsky
Island municipal district, Saint Petersburg, 197022;

- Reksoft MSK LLC, OGRN 1037729019349, location: 18 Tverskaya Street, building 1,
premises 1/1, intracity area Tverskoy municipal district, Moscow, 127006, Russian
Federation;

- Reksoft.Labs LLC, OGRN 1217700532213, location: 18 Tverskaya Street, building 1,
premises 1/1, intracity area Tverskoy municipal district, Moscow, 127006, Russian
Federation;

- RNT LLC, OGRN 1037739707147, location: 18 Tverskaya Street, building 1,
premises 1/1, intracity area Tverskoy municipal district, Moscow, 127006, Russian
Federation;

- Reksoft Ventures LLC, OGRN 1247700719903, location: 18 Tverskaya Street, building 1,
premises 1/1, intracity area Tverskoy municipal district, Moscow, 127006, Russian
Federation; and

- Reksoft Integration LLC, OGRN 1217700532213, location: 18 Tverskaya Street,
building 1, premises 1/1, intracity area Tverskoy municipal district, Moscow, 127006,
Russian Federation.

10.8.The Controller may entrust the processing to other third parties with the PD subject
consent.
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11 Rights and Obligations of the Personal Data Subject

11.1. The PD subject may:

- Receive information concerning the processing of their PD, except in cases provided for
by federal laws. The information is provided to the User by the Controller in an accessible
form, and it shall not contain PD relating to other subjects, except in cases where there
are legal grounds for such PD disclosure. The list of information and the procedure for
obtaining it are established by the Personal Data Law;

- Require the Controller to rectify their PD, block or destroy it if the PD is incomplete,
outdated, inaccurate, unlawfully obtained, or not necessary for the stated purpose of
processing, as well as take measures provided for by law to protect their rights;

- Withdraw consent to the PD processing by sending a written notice to the address: 3
Medikov Avenue, lit. A, premises 4N, office 310, Saint Petersburg, 197022, to Reksoft
LLC, marked “withdrawal of consent to the PD processing,” or by sending an electronic
message (scanned written application signed by hand) to the email address
info@reksoft.com, provided that the withdrawal of consent by the subject to the PD
processing entails the deletion of the user’s account, as well as the destruction of records
containing PD in the Controller’s PD processing systems, which may render the use of the
Controller’s Internet services and other services impossible;

- Appeal against the Controller’s unlawful actions or inaction during the processing of their
PD to the authorized body for the protection of rights of PD subjects or in litigation; and

- Exercise other rights provided for by the legislation of the Russian Federation.
11.2. The PD subject shall:

- Provide the Controller with accurate data about themselves;

- Notify the Controller of any rectification (update, addition, alteration) of their PD;

- Persons who have provided the Controller with inaccurate information about themselves
or information about another PD subject without the latter’'s consent shall be liable under
the legislation of the Russian Federation; and

- To implement the provisions of this section of the Policy, the Controller may require
confirmation of the subject’s identity by requesting such confirmation in any form not
running contrary to law.

12 Basic Rights and Obligations of the Controller

12.1. The Controller may:
- Receive from the PD subject accurate information and/or documents containing PD;

- In the event of withdrawal by the PD subject of consent to the PD processing, the
Controller may continue processing PD without the consent of the subject if there are
grounds specified in the Personal Data Law;

- Independently determine the composition and list of measures necessary and sufficient to
ensure compliance with the duties provided for by the Personal Data Law and the
regulations adopted thereunder, unless otherwise provided by the Personal Data Law or
other federal laws; and

- Entrust the PD processing to another person with the consent of the PD subject, unless
otherwise provided by federal law, on the basis of a contract entered into with such person.
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The person processing PD on behalf of the Controller shall abide by the principles and
rules of PD processing provided for by the Personal Data Law.
12.2. The Controller shall:
Organize the PD processing in accordance with the procedure established by the effective
legislation of the Russian Federation;
Provide the PD subject, upon their request, with information concerning the processing of
their PD;

Respond to requests and inquiries from PD subjects and their representatives in
accordance with the requirements of the Personal Data Law;

Notify the authorized body for the protection of Users’ rights (the Federal Service for
Supervision of Communications, Information Technology and Mass Media
(Roskomnadzor)), upon request from the said authority, of the necessary information
within 30 days of receiving such request;

Publish or otherwise provide unrestricted access to the Personal Data Processing Policy;

Take legal, organizational, and technical measures to protect PD from unlawful or
accidental access, destruction, alteration, blocking, copying, provision, dissemination, and
other unlawful actions in relation to PD;

Discontinue the transfer (distribution, provision, access) of PD, cease processing and
destroy PD in the manner and cases provided for by the Personal Data Law; and

Perform other duties provided for by the Personal Data Law.

13 Ensuring the Protection of Personal Data During Processing
by the Controller

13.1. The security of PD processed by the Controller is ensured through the

implementation of legal, organizational, and technical measures necessary to fully comply with
the requirements of the effective PD protection legislation.

13.2. To ensure performance of the duties provided for by the Personal Data Law and

regulations adopted thereunder, the following measures have been implemented at Reksoft LLC
to protect the PD of subjects:

Threats to the security of PD during processing in PD information systems have been
identified;
A person responsible for organizing the PD processing has been appointed;

Local acts on the PD processing and security, as well as local acts establishing procedures
aimed at preventing and detecting violations of Russian laws and eliminating the
consequences of such violations have been issued;

Legal, organizational, and technical measures to ensure the security of PD during
processing in PD information systems necessary to comply with the requirements for PD
protection have been taken;

Rules for access to PD processed in PD information systems have been established;
Recording of media containing PD has been arranged;

A procedure for assessing the efficiency of measures taken to ensure the PD security
before the commissioning of the PD information system has been determined;
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- A procedure for restoring PD that has been modified or destroyed as a result of
unauthorized access has been determined;

- Rules for the implementation of internal control and/or audit of compliance of PD
processing with Federal Law No. 152-FZ on Personal Data have been determined; and

- Introduction of the Controller's employees directly involved in the PD processing to the
provisions of Russian laws on PD, including requirements for the PD protection,
documents defining the Controller’s policy regarding the PD processing, local acts on the
PD processing, and/or training of such employees has been organized.

14 Final Provisions

14.1. The Personal Data Processing and Security Policy of Reksoft LLC shall take effect
once it has been approved.

14.2. The Controller reserves the right to update this Policy as and where necessary. The
restated version of the Policy shall take effect once it has been approved.

14.3. All relationships concerning the PD processing not reflected in this Policy shall be
governed in accordance with the provisions of Russian laws.

14.4. Submissions, suggestions, or questions from PD subjects may be sent electronically
(scanned written application signed by hand) to info@reksoft.com or by regular post to: 3 Medikov
Avenue, lit. A, premises 4N, office 310, Saint Petersburg, 197022.
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